Parents’ Bill of Rights for Data Privacy and Security

In accordance with New York State Education Law Section 2-d, the Southern Westchester Board
of Cooperative Educational Services hereby sets forth the following Parents’ Bill of Rights for
Data Privacy and Security, which is applicable to all students and their parents and legal
guardians.
(1) New York Stated Education law Section 2-d (Section 2-d”) and the Family
Educational Rights and Privacy Act (“FERPA”) protect the confidentiality of
personally identifiable information.
Section 2-d and FERPA assures the
confidentiality of records with respect to “third parties,” and provides parents with the
right to consent to disclosures of personally identifiable information contained in their
child’s education records. Exceptions to this include school employees, officials and
certain State and Federal officials who have a legitimate educational need to access
such records. In additions, the District will, upon request of parents, or adult
students, or if otherwise required by law, disclose student records to officials of
another school district in which a student seeks to enroll.
(2) A student’s personally identifiable information cannot be sold or released for any
commercial purposes;
(3) Personally identifiable information includes, but is not limited to:
i.

The student’s name;

ii.

The name of the student’s parent or other family members;

iii.

The address of the student or student’s family;

iv.

A personal identifier, such as the student’s social security number,
student number, or biometric record;

v.

Other indirect identifiers, such as the student’s date of birth, place
of birth, and mother’s maiden name;

vi.

Other information that, alone or in combination, is linked or
linkable to a specific student that would allow a reasonable person
in the school community, who does not have personal knowledge
of the relevant circumstances, to identify the student with
reasonable certainty; or
Information requested by a person who the District reasonably
believes knows the identity of the student to whom the education
record relates.

vii.

(4) In accordance with FERPA, Section 2-d and Southern Westchester BOCES Policy
No. 6320, Student Records: Access and Challenge, parents have the right to inspect
and review the complete contents of their child’s education record.
(5) The District has the following safeguards in place:

Encryption, firewalls and

password protection, which must be in place when data is stored or transferred.
(6) New York State, through the New York State Education Department, collects a
number of student data elements for authorized uses. A complete list of all student
data elements collected by the State is available for public review, at:
http://www.p12.nysed.gov/irs/data_reporting.html	
  
http://data.nysed.gov/	
  
http://www.p12.nysed.gov/irs/sirs/documentation/nyssisguide.pdf	
  

(7) Parents have the right to submit complaints about possible breaches of student data or
teacher or principal APPR data. Any such complaint must be submitted, in writing,
to:
Mrs. Jacqueline O’Donnell
Chief Operating Officer
Southern Westchester
Board of Cooperative Educational Services
17 Berkley Drive
Rye Brook, New York 10573
914-937-3820
jodonnell@swboces.org
Supplemental Information for Third-Party Contracts
Southern Westchester BOCES, in an effort to provide the most up to date and accurate
information to our parents is compiling the information required to complete this section. We
will provide further information when this section is completed and available. If you have
specific questions about Third Party Contracts, please contact:
Mrs. Jacqueline O’Donnell
Chief Operating Officer
Southern Westchester
Board of Cooperative Educational Services
17 Berkley Drive
Rye Brook, New York 10573
914-937-3820
jodonnell@swboces.org

