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The Carmel Schools provide students and teachers with the computing resources needed to complete work required for computer and technology-related projects. Students and teachers who choose to bring a computer or mobile device of their own to school to use in class or make it more convenient to work on a project both in school and outside of school must comply with the following policy.


District Devices: 
When using district owned laptops and netbooks it is important to know the following:
· You will have the H Drive and other network drives.
· You will only be able to print to the carts printer.
· Chargers should never be taken off a cart.
· The device must also be returned to the same cart in order for it to be recharged every day.
· These devices will be protected by the school’s Virus Scan.
· Note that netbooks or liked devices are only Internet devices with Microsoft Office they are not laptops. Laptops will have Internet and could also have more sophisticated programs installed.
· All devices will have their designated carts.
Personal Devices:
When using personally owned devices (laptops, netbooks, etc.) it is important to know the following:
· The Home Folder “H” drive and other district shared drives WILL NOT be available. The district suggests that you use the One Drive in your web‐based email system.
· There are two ways to get onto the Internet using personal devices:
· If you pay for a service on your device. This means you are not using our system and Carmel Central School District is not responsible for what web sites you access or what you see. You may continue to use your personal device (phone, laptop ext.) with your personal internet service provider or carrier.
· If you log onto the Internet under the CCSD ‐Secure wireless access network using your computer user name and password, you will now be connected to the Internet via the school’s network. You will be logged onto the District’ Network and fall under the district’ Firewall and Proxy server. District has the ability to log all of your sites that you visit. These records can be requested and accessed by auditors or administrators at any time for review and works the same way as when you log onto any computer owned by the district.
· Keep in mind that many of your apps or programs that need internet access may not work if it is not school related. If it is school related you may put the request in the technology helpdesk.
· You will not be able to print to any school district printer using your personal device or while logged-on to the district network form your personal device.
· If you log into the district network and then want to switch back to your personal service provider, on most devices you will have to go to your wireless setting to make the change. In most cases if you turn off your wireless access it will default back to your personal service provider. Since there are so many types of devices that can be used, we cannot possibly supply you with detailed instructions for each individual device. Our suggestion is to research your specific device by consulting the owner’s manual. 

As part of this, we would like to remind you of several other important points:
· Remember that once you have logged onto the CCSD Network you are responsible for your actions. Do not share your device since it will be recorded under your Active Directory (computer) log in ID. This is the same as when you currently log onto the desktop computer.
· You are responsible for the well‐being of your device.
· Help Desks should only be created for District owned devices never for personal devices.
· Exceptions for help desks include:
· Sites needing to be unblocked
· Apps not working correctly, only if school related
· Multiple devices not connecting in one area
· If username and password does not work please try on a school’s computer first if it still doesn’t work then you can submit a help desk.

In many locations throughout the district cell phones do not have service. Our new wireless system does not help with you making phone calls in areas with no service. Our wireless system is for Internet use.

Every 60 days your computer asks you to change your password. After changing your password on the computer, you will have to remember to go into your wireless settings on your device and release your stored username and password. The next time you log in to the district wireless it will update your stored new username and password. Since there are so many types of devices that can be used, we cannot supply you with detailed instructions for each individual device. Our suggestion is to research your specific device by consulting the owner’s manual. 

Every day you sign in to use an Internet browser, you will be prompted to authenticate the account using your school issued username and password. After a few hours this will time out and you will need to authenticate the account, again. 

Staff and Student Responsibilities
 
Students and staff agree to follow the District’s  Computer Use in Instruction and Responsible Use Policy, a copy of which is attached to this Policy (hereinafter referred to the “RUP”) when using their own computers and mobile devices in the building. Staff, students, and other users of their own computers and mobile devices agree to abide by all regulations and expectations for appropriate use applying to District technology including the following:

· Use of any device and the District computer network must be in support of education and research.
· Students are permitted to use their own computers and mobile devices only if a signed District RUP is on record.
· Students must use the District’s filtered wireless network while working online in school. “Hot Spots” are strongly discouraged. 
· Personal devices may not be used to record, transmit or publish images or video recorded at school without administrator permission, a teacher’s permission and the permission of all students, teachers and staff in the photo or video.
· Personal devices will not be permitted to print at school. 
· School personnel will not be expected to provide technical support for student devices.
· Social media applications, including but not limited to Snap Chat, Instagram, Facebook, etc., will be blocked on the districts Wi-Fi.
· Personal devices are brought to school at the students’ and parents’ own risk and are responsible for their own mobile network connections and for the costs associated with the use of such devices. The school assumes no responsibility for student devices. Students assume all responsibility for securing personal devices. 
· Use of the network to engage in cyberbullying, as defined in New York State Education Law Section 11(8) and the District’s Code of Conduct, is prohibited and will be investigated under DASA state regulations.


District Responsibility
 
· The District will use technology protection measures (Internet filters) to help prevent users from accessing inappropriate information on the Internet in accordance with the Children's Internet Protection Act [Pub. L. No.106-554 and 47 USC 254(h)]. In accordance with the CIPA legislation, filtering may be disabled by staff for purposes of bona fide research.
· The District reserves the right to log Internet and e-mail use and to monitor file server utilization by users of the District network.
· The District reserves the right to inspect a personal device should there be reason to believe that a user has violated the District Responsible Use Policy.
· Violators of the acceptable use regulations described above risk losing computer privileges on a temporary or permanent basis, suffering disciplinary action, and facing possible prosecution for violation of local, state and federal laws.

When signing in to the network you understand that you are expected to follow all the rules and conditions of the Acceptable Use Policy and BYOD rules. If not followed the consequences of the Acceptable Use Policy and School Code of Conduct will be enforced.  

               

