Monday, November 16, 2020
Regular Meeting
7:30 pm
Participants will join the meeting via an online meeting application.
1. Opening Items
1.1 Call to Order
1.2 Roll Call
2. Correspondence
2.1 Claims Audit Report
3. Meeting Minutes
3.1 Approval of Minutes
4. Superintendent's Report
4.1 Reopening Update
4.2 Discussion of New York State Comptroller Audit
4.3 Advocacy Update
4.4 Introduction of New Employee
4.5 Census Report
5. Board Policies
5.1 Policy 6550 - Leaves of Absence (Second Reading)
5.2 Policy 8241 - Patriotism, Citizenship, and Human Rights Education (Second Reading)
5.3 Policy 5676 - Privacy and Security for Student Data and Teacher and Principal Data (Second Reading)
6. Regulation Revision
6.1 Revision to Regulation 5411R Purchasing Policies
7. BUSINESS MATTERS (Consent Items)
7.1 Approval of Business Matters Consent Items
7.2 Treasurer’s Report General Fund Checking, Trust and Agency Account and Federal Fund Checking Account
7.3 Check Runs
7.4 Approval of Budget Transfers
7.5 Approval of Agreement with Tara Richards
7.6 Approval of Agreement with Yonkers Public Schools for Educational Services
7.7 Approval of Agreement with Wappingers Central School District for Educational Services

7.8 Approval of Agreement with The University at Albany
7.9 Approval of Services Agreement with Putnam Northern Westchester BOCES
7.10 New York State Comptrollers Report of Examination
7.11 Donations
7.12 Disposal of Assets
7.13 Emergency Resolution for Suspension of the Bid Law Requirements
7.14 Approval of Proposal from A&A Maintenance Enterprise, Inc
7.15 Approval of Memorandum of Agreement with the Mount Pleasant Cottage School Association of Teachers for the
Custodial Staff
7.16 Resolution to Keep School Buildings Open
8. PERSONNEL MATTERS (Consent Items)
8.1 Approval of Personnel Matters Consent Items
8.2 Interim Appointments
8.3 Appointment of Student Teacher
8.4 Appointment of Substitute Teacher
8.5 Appointments for Extra Duty
8.6 Civil Service Appointments
8.7 Resignations
8.8 Civil Service Resignations
9. Committee on Special Education
9.1 Approval of Special Education Committee Recommendations.
10. Public Comment
10.1 Public Comment
11. Meeting Notification
11.1 Announcement of December meeting
12. Executive Session
12.1 Proposed Executive Session
12.2 Reconvene to Public Session
13. Adjournment
13.1 Adjourn Meeting
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Personnel

SUBJECT:

LEAVES OF ABSENCE

In general, leaves of absence will be administered by the Superintendent. The Board reserves the
right to grant leaves of absence for purposes or under conditions not contemplated or considered in the
policy statement. Where a leave of absence is falsely requested or improperly used, the Board may
undertake appropriate disciplinary action. The purpose or conditions of a leave of absence may not be
altered except by permission of the Superintendent, as expressed in writing.
Leaves of absence, contractual, et al.
a)

Employees who are members of a negotiating unit:
Authorization is granted to approve requests for leaves of absence submitted in accordance with
provisions of contracts in effect between the District and each bargaining unit.

b)

Employees who are not members of a negotiating unit:
Authorization is granted to approve requests for leaves of absence submitted by these employees
where the requests are consistent with provisions of contracts in effect between the District and
the bargaining unit most compatible with the employment status of the employee.

c)

Employees who are under contract to the District:
Authorization is granted to implement provisions for leaves of absence contained in each contract.

Leaves of absence, unpaid, not covered above
a)

Subject to limitations enumerated in this policy statement, authorization is granted for the
following unpaid leaves of absence:
1.

For a period of time not to exceed one school year for approved graduate study, this leave to
include any required internship experience.

2.

At the expiration of a paid sick leave of absence, this leave may be extended for a period of
time not longer than the end of the school year after the school year in which the paid leave
of absence began.

b)

Unpaid leaves of absence cannot be used to extend vacation periods, to take vacations, to engage
in other occupations, or to provide additional personal leaves, except that the Superintendent will
have discretion, where circumstances warrant, to approve leaves of absence for those purposes.

c)

Unpaid leaves of absence will not be granted unless the services of a substitute employee,
satisfactory in the discretion of the Superintendent, can be secured.
(Continued)
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SUBJECT:
d)

LEAVES OF ABSENCE (Cont'd.)

Except where it interferes with an employee's legal or contractual rights, the timing of unpaid
leaves of absence will be granted at the convenience of the District.

Other leaves of absence
Other leaves of absence include, but are not limited to, the following:
a)

Emergency Service Volunteer Leave
Upon presentation of a written request from the American Red Cross and with the approval
of the Superintendent, employees certified by the American Red Cross as disaster volunteers
will be granted leave from work with pay for up to 20 days in any calendar year to participate
in specialized disaster relief operations. This leave will be provided without loss of seniority,
compensation, sick leave, vacation leave, or other overtime compensation to which the
volunteer is otherwise entitled.

b)

Screenings for Cancer
Employees will be granted up to four hours of paid leave on an annual basis to undertake a
screening for cancer. This leave will be excused leave and will not be charged against any
other leave to which the employee is entitled.

c)

Blood Donation
The District must either, at its option:
1.

Grant three hours of unpaid leave of absence in any 12-month period to an employee
who seeks to donate blood off-premises. The leave may not exceed three hours unless
agreed to by the Superintendent or designee; or

2.

Allow its employees without use of accumulated leave time to donate blood during
work hours at least two times per year at a convenient time and place set by the
Superintendent or designee, including allowing an employee to participate in a blood
drive at the District.
Leave taken by employees at a District-designated donation alternative (such as a
District-sponsored blood drive at the workplace) must be paid leave that is provided
without requiring the employee to use accumulated vacation, personal, sick, or other
leave time.

The District will not retaliate against an employee for requesting or obtaining a leave of
absence under this section. Additional leaves for the purpose of blood donation under any
other provision of law will not be prevented.
(Continued)
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SUBJECT:
d)

LEAVES OF ABSENCE (Cont'd.)

Bone Marrow Donation
Employees seeking to undergo a medical procedure to donate bone marrow will be granted
leaves to do so, the combined length of the leaves to be determined by the physician, but
may not exceed 24 work hours unless agreed to by the Superintendent or designee. The
District will require verification for the purpose and length of each leave requested by the
employee for this purpose.
The District will not retaliate against an employee for requesting or obtaining a leave of
absence under this section. Additional leaves for the purpose of bone marrow donation under
any other provision of law will not be prevented.

e)

Nursing Mothers (Breastfeeding/Lactation)
The District will provide reasonable unpaid break time or permit the use of paid break time
or mealtime each day to allow an employee to express breast milk for her nursing child for
up to three years following childbirth. The District will make reasonable efforts to provide a
room or other location in close proximity to the work area where the employee can express
milk in privacy. The District will not discriminate against an employee who chooses to
express breast milk in the workplace.
Reasonable unpaid break time is generally no less than 20 minutes and no more than 30
minutes dependent upon the proximity of the designated location for expressing breast milk.
In most situations, the District is required to provide unpaid break time at least once every
three hours if requested by the employee. At the employee's option, the District will allow
the employee to work before or after her normal shift to make up the amount of time used
during the unpaid break time(s) so long as the additional time requested falls within the
District's normal work hours.
The District will provide written notice to employees who are returning to work following
the birth of a child of their right to take unpaid leave for the purpose of expressing breast
milk. This notice may either be provided individually to affected employees or to all
employees generally through publication of the notice in the employee handbook or posting
of the notice in a central location.
Any employee wishing to avail herself of this benefit is required to give the District advance
notice, preferably prior to her return to work, to allow the District an opportunity to establish
a location and schedule leave time to accommodate employees as needed.

(Continued)
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SUBJECT:
f)

LEAVES OF ABSENCE (Cont'd.)

Witnesses or Victims of Crimes
The District will grant an unpaid leave of absence to an employee, who is a victim of or a
witness to a criminal offense, that is required or chooses to appear as a witness, consult with
the district attorney, or exercise his or her rights as provided in the Criminal Procedure Law,
the Family Court Act, and the Executive Law.
To use this leave, the employee must provide notice of the need for leave at any time prior
to the actual day of leave. The District is permitted to ask the party who sought the attendance
or testimony of the employee to provide verification of the employee's service. Employees
will not be penalized or discharged for absences by reason of a required appearance as a
witness in a criminal proceeding, or consultation with the district attorney, or exercising his
or her rights as provided under the law.

g)

Victims of Domestic Violence
Unless the absence would cause an undue hardship to the District, the District will provide
reasonable accommodations to employees who are victims of domestic violence who must
be absent from work for a reasonable time in accordance with law.
An employee availing themselves of this leave must provide the District with reasonable
advance notice, unless providing this notice is not feasible. An employee unable to provide
reasonable advance notice must, within a reasonable time after the absence, provide a
certification to the District when requested.
To the extent allowed by law, the District will maintain the confidentiality of any information
related to an employee's status as a victim of domestic violence.

h)

Military Leave
The District will comply with state and federal laws regarding military leave and reemployment.

i)

Jury Duty
As provided by law, any employee who is summoned to serve as a juror and who notifies the
District to that effect prior to his or her term of service will not, on account of absence by
reason of jury service, be subject to discharge or penalty. The District will ensure that all
absences for this purpose are granted in accordance with law and the terms of any applicable
collective bargaining agreement.

(Continued)
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SUBJECT:
j)

LEAVES OF ABSENCE (Cont'd.)

Voting
Employees who are registered voters and have four consecutive hours either between the
opening of the polls and the beginning of their working shift, or between the end of their
working shift and the closing of the polls, will be deemed to have sufficient time to vote and
will therefore not be eligible for paid leave to vote in any election.
Employees who are registered voters, and do not have sufficient time outside of their working
hours to vote in any election, may without loss of pay for up to two hours, take so much time
off as will, when added to their voting time outside of their working hours, enable them to
vote. The employee will be allowed time off for voting only at the beginning or the end of
his or her working shift, as the District may designate, unless otherwise mutually agreed.
Employees requiring working time off to vote must notify the District not more than ten or
less than two working days before the day of the election.
The District must post a notice informing employees of their right to leave in order to vote
not less than ten working days before an election and until polls close on election day. This
notice will be conspicuously posted in a place where it can be seen by employees as they
come and go to their place of work.

29 USC § 207(r)
Uniformed Services Employment and Reemployment Rights Act of 1994 (USERRA), 38 USC §§ 4301-4333
Civil Service Law §§ 71-73 and 159-b
Education Law §§ 1709(16), 2509(6), 2573(12), 3005, 3005-a and 3005-b
General Municipal Law §§ 92, 92-c, and 92-d
Election Law § 3-110
Executive Law § 296(22)
Judiciary Law §§ 519 and 521
Labor Law §§ 202-a, 202-i, 202-j, 202-l and 206-c
Military Law §§ 242 and 243
Penal Law § 215.14

Adoption Date: 01/27/2014
Revised Date: 01/27/2020
Revised Date:
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Instruction

SUBJECT:

PATRIOTISM, CITIZENSHIP, AND HUMAN RIGHTS EDUCATION

In order to promote a spirit of patriotic and civil service and obligation, as well as to foster in
students of the District moral and intellectual qualities which are essential in preparing them to meet the
obligations of citizenship, the Board requires students attending District schools, over the age of eight
years, to attend instructional courses in patriotism, citizenship, civic education, values, the importance
of voting, our shared history of diversity, the role of religious tolerance in this country, and human rights
issues, with particular attention to the study of the inhumanity of genocide, slavery (including the
Freedom Trail and Underground Railroad), the Holocaust, and the mass starvation in Ireland from 1845
to 1850.
The Board also directs that all students attending District schools in grades 8 through 12 receive
instruction in the history, meaning, significance and effect of the United States Constitution, the New
York State Constitution, and the Declaration of Independence.
The curricula for these courses must include the subjects specified by the Board of Regents and be
for the period of instruction, as mandated by the Regents, which is necessary in these subjects in each
of the appropriate grades.
One week during each school year a uniform course of exercises will be provided to teach students,
in an age appropriate manner, the purpose, meaning, and importance of the Bill of Rights Articles in the
United States and New York State Constitutions. These exercises will be in addition to the above
required courses.
In addition, since the District receives Federal Funds for a fiscal year, it will hold an educational
program on the United States Constitution on September 17th of each year for the students in the District
to commemorate the September 17, 1787 signing of the Constitution, known as Constitution Day and
Citizenship Day. However, when September 17 falls on a Saturday, Sunday, or holiday, this day will be
held during the preceding or following week.
The Board directs that the above named subjects, as mandated by law, be addressed in the
instructional curricula provided by the District.

Education Law § 801
36 USC § 106

NOTE:

Refer also to Policy #8242 -- Civility, Citizenship, and Character Education/Interpersonal
Violence Prevention Education

Adoption Date
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Non-Instructional/Business
Operations

PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND
PRINCIPAL DATA

The District is committed to maintaining the privacy and security of student data and teacher and
principal data and will follow all applicable laws and regulations for the handling and storage of this
data in the District and when disclosing or releasing it to others, including, but not limited to, third-party
contractors. The District adopts this policy to implement the requirements of Education Law Section
2-d and its implementing regulations, as well as to align the District's data privacy and security practices
with the National Institute for Standards and Technology Framework for Improving Critical
Infrastructure Cybersecurity (Version 1.1).
Definitions
As provided in Education Law Section 2-d and/or its implementing regulations, the following
terms, as used in this policy, will mean:
a)

"Breach" means the unauthorized acquisition, access, use, or disclosure of student data
and/or teacher or principal data by or to a person not authorized to acquire, access, use, or
receive the student data and/or teacher or principal data.

b)

"Building principal" means a building principal subject to annual performance evaluation
review under the provisions of Education Law Section 3012-c.

c)

"Classroom teacher" means a teacher subject to annual performance evaluation review under
the provisions of Education Law Section 3012-c.

d)

"Commercial or marketing purpose" means the sale of student data; or its use or disclosure
for purposes of receiving remuneration, whether directly or indirectly; the use of student data
for advertising purposes, or to develop, improve, or market products or services to students.

e)

"Contract or other written agreement" means a binding agreement between an educational
agency and a third-party, which includes, but is not limited to, an agreement created in
electronic form and signed with an electronic or digital signature or a click-wrap agreement
that is used with software licenses, downloaded, and/or online applications and transactions
for educational technologies and other technologies in which a user must agree to terms and
conditions prior to using the product or service.

f)

"Disclose" or "disclosure" means to permit access to, or the release, transfer, or other
communication of personally identifiable information by any means, including oral, written,
or electronic, whether intended or unintended.

g)

"Education records" means an education record as defined in the Family Educational Rights
and Privacy Act and its implementing regulations, 20 USC Section 1232g and 34 CFR Part
99, respectively.
(Continued)
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Non-Instructional/Business
Operations

PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND
PRINCIPAL DATA (Cont'd.)

h)

"Educational agency" means a school district, board of cooperative educational services
(BOCES), school, or the New York State Education Department (NYSED).

i)

"Eligible student" means a student who is eighteen years or older.

j)

"Encryption" means methods of rendering personally identifiable information unusable,
unreadable, or indecipherable to unauthorized persons through the use of a technology or
methodology specified or permitted by the Secretary of the United States Department of
Health and Human Services in guidance issued under 42 USC Section 17932(h)(2).

k)

"FERPA" means the Family Educational Rights and Privacy Act and its implementing
regulations, 20 USC Section 1232g and 34 CFR Part 99, respectively.

l)

"NIST Cybersecurity Framework" means the U.S. Department of Commerce National
Institute for Standards and Technology Framework for Improving Critical Infrastructure
Cybersecurity (Version 1.1). A copy of the NIST Cybersecurity Framework is available at
the Office of Counsel, State Education Department, State Education Building, Room 148, 89
Washington Avenue, Albany, New York 12234.

m)

"Parent" means a parent, legal guardian, or person in parental relation to a student.

n)

"Personally identifiable information (PII)," as applied to student data, means personally
identifiable information as defined in 34 CFR Section 99.3 implementing the Family
Educational Rights and Privacy Act, 20 USC Section 1232g, and, as applied to teacher or
principal data, means personally identifying information as this term is defined in Education
Law Section 3012-c(10).

o)

"Release" has the same meaning as disclosure or disclose.

p)

"Student" means any person attending or seeking to enroll in an educational agency.

q)

"Student data" means personally identifiable information from the student records of an
educational agency.

r)

"Teacher or principal data" means personally identifiable information from the records of an
educational agency relating to the annual professional performance reviews of classroom
teachers or principals that is confidential and not subject to release under the provisions of
Education Law Sections 3012-c and 3012-d.

s)

"Third-party contractor" means any person or entity, other than an educational agency, that
receives student data or teacher or principal data from an educational agency pursuant to a
contract or other written agreement for purposes of providing services to the educational
(Continued)
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PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND
PRINCIPAL DATA (Cont'd.)

agency, including but not limited to data management or storage services, conducting studies
for or on behalf of the educational agency, or audit or evaluation of publicly funded
programs. This term will include an educational partnership organization that receives
student and/or teacher or principal data from a school district to carry out its responsibilities
pursuant to Education Law Section 211-e and is not an educational agency, and a not-forprofit corporation or other nonprofit organization, other than an educational agency.
t)

"Unauthorized disclosure" or "unauthorized release" means any disclosure or release not
permitted by federal or state statute or regulation, any lawful contract or written agreement,
or that does not respond to a lawful order of a court or tribunal or other lawful order.

Data Collection Transparency and Restrictions
As part of its commitment to maintaining the privacy and security of student data and teacher and
principal data, the District will take steps to minimize its collection, processing, and transmission of PII.
Additionally, the District will:
a)

Not sell PII nor use or disclose it for any marketing or commercial purpose or facilitate its
use or disclosure by any other party for any marketing or commercial purpose or permit
another party to do so.

b)

Ensure that it has provisions in its contracts with third-party contractors or in separate data
sharing and confidentiality agreements that require the confidentiality of shared student data
or teacher or principal data be maintained in accordance with law, regulation, and District
policy.

Except as required by law or in the case of educational enrollment data, the District will not report
to NYSED the following student data elements:
a)

Juvenile delinquency records;

b)

Criminal records;

c)

Medical and health records; and

d)

Student biometric information.

Nothing in Education Law Section 2-d or this policy should be construed as limiting the
administrative use of student data or teacher or principal data by a person acting exclusively in the
person's capacity as an employee of the District.

(Continued)
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PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND
PRINCIPAL DATA (Cont'd.)

Chief Privacy Officer
The Commissioner of Education has appointed a Chief Privacy Officer who will report to the
Commissioner on matters affecting privacy and the security of student data and teacher and principal
data. Among other functions, the Chief Privacy Officer is authorized to provide assistance to educational
agencies within the state on minimum standards and best practices associated with privacy and the
security of student data and teacher and principal data.
The District will comply with its obligation to report breaches or unauthorized releases of student
data or teacher or principal data to the Chief Privacy Officer in accordance with Education Law Section
2-d, its implementing regulations, and this policy.
The Chief Privacy Officer has the power, among others, to:
a)

Access all records, reports, audits, reviews, documents, papers, recommendations, and other
materials maintained by the District that relate to student data or teacher or principal data,
which includes, but is not limited to, records related to any technology product or service
that will be utilized to store and/or process PII; and

b)

Based upon a review of these records, require the District to act to ensure that PII is protected
in accordance with laws and regulations, including but not limited to requiring the District
to perform a privacy impact and security risk assessment.

Data Protection Officer
The District has designated a District employee to serve as the District's Data Protection Officer.
The Data Protection Officer for the District is the Assistant Superintendent of Business, Facilities &
Finance.
The Data Protection Officer is responsible for the implementation and oversight of this policy and
any related procedures including those required by Education Law Section 2-d and its implementing
regulations, as well as serving as the main point of contact for data privacy and security for the District.
The District will ensure that the Data Protection Officer has the appropriate knowledge, training,
and experience to administer these functions. The Data Protection Officer may perform these functions
in addition to other job responsibilities. Additionally, some aspects of this role may be outsourced to a
provider such as a BOCES, to the extent available.

(Continued)
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PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND
PRINCIPAL DATA (Cont'd.)

District Data Privacy and Security Standards
The District will use the National Institute for Standards and Technology Framework for
Improving Critical Infrastructure Cybersecurity (Version 1.1) (Framework) as the standard for its data
privacy and security program. The Framework is a risk-based approach to managing cybersecurity risk
and is composed of three parts: the Framework Core, the Framework Implementation Tiers, and the
Framework Profiles. The Framework provides a common taxonomy and mechanism for organizations
to:
a)

Describe their current cybersecurity posture;

b)

Describe their target state for cybersecurity;

c)

Identify and prioritize opportunities for improvement within the context of a continuous and
repeatable process;

d)

Assess progress toward the target state; and

e)

Communicate among internal and external stakeholders about cybersecurity risk.

The District will protect the privacy of PII by:
a)

b)

Ensuring that every use and disclosure of PII by the District benefits students and the District
by considering, among other criteria, whether the use and/or disclosure will:
1.

Improve academic achievement;

2.

Empower parents and students with information; and/or

3.

Advance efficient and effective school operations.

Not including PII in public reports or other public documents.

The District affords all protections under FERPA and the Individuals with Disabilities Education
Act and their implementing regulations to parents or eligible students, where applicable.

(Continued)
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PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND
PRINCIPAL DATA (Cont'd.)

Third-Party Contractors
District Responsibilities
The District will ensure that whenever it enters into a contract or other written agreement with a
third-party contractor under which the third-party contractor will receive student data or teacher or
principal data from the District, the contract or written agreement will include provisions requiring that
confidentiality of shared student data or teacher or principal data be maintained in accordance with law,
regulation, and District policy.
In addition, the District will ensure that the contract or written agreement includes the third-party
contractor's data privacy and security plan that has been accepted by the District.
The third-party contractor's data privacy and security plan must, at a minimum:
a)

Outline how the third-party contractor will implement all state, federal, and local data privacy
and security contract requirements over the life of the contract, consistent with District
policy;

b)

Specify the administrative, operational, and technical safeguards and practices the third-party
contractor has in place to protect PII that it will receive under the contract;

c)

Demonstrate that the third-party contractor complies with the requirements of 8 NYCRR
Section 121.3(c);

d)

Specify how officers or employees of the third-party contractor and its assignees who have
access to student data or teacher or principal data receive or will receive training on the laws
governing confidentiality of this data prior to receiving access;

e)

Specify if the third-party contractor will utilize subcontractors and how it will manage those
relationships and contracts to ensure PII is protected;

f)

Specify how the third-party contractor will manage data privacy and security incidents that
implicate PII including specifying any plans to identify breaches and unauthorized
disclosures, and to promptly notify the District;

g)

Describe whether, how, and when data will be returned to the District, transitioned to a
successor contractor, at the District's option and direction, deleted or destroyed by the thirdparty contractor when the contract is terminated or expires; and

h)

Include a signed copy of the Parents' Bill of Rights for Data Privacy and Security.
(Continued)
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PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND
PRINCIPAL DATA (Cont'd.)

Third-Party Contractor Responsibilities
Each third-party contractor, that enters into a contract or other written agreement with the District
under which the third-party contractor will receive student data or teacher or principal data from the
District, is required to:
a)

Adopt technologies, safeguards, and practices that align with the NIST Cybersecurity
Framework;

b)

Comply with District policy and Education Law Section 2-d and its implementing
regulations;

c)

Limit internal access to PII to only those employees or subcontractors that have legitimate
educational interests (i.e., they need access to provide the contracted services);

d)

Not use the PII for any purpose not explicitly authorized in its contract;

e)

Not disclose any PII to any other party without the prior written consent of the parent or
eligible student:
1.

Except for authorized representatives of the third-party contractor such as a
subcontractor or assignee to the extent they are carrying out the contract and in
compliance with law, regulation, and its contract with the District; or

2.

Unless required by law or court order and the third-party contractor provides a notice
of the disclosure to NYSED, the Board, or the institution that provided the information
no later than the time the information is disclosed, unless providing notice of the
disclosure is expressly prohibited by law or court order;

f)

Maintain reasonable administrative, technical, and physical safeguards to protect the
security, confidentiality, and integrity of PII in its custody;

g)

Use encryption to protect PII in its custody while in motion or at rest; and

h)

Not sell PII nor use or disclose it for any marketing or commercial purpose or facilitate its
use or disclosure by any other party for any marketing or commercial purpose or permit
another party to do so.

Where a third-party contractor engages a subcontractor to perform its contractual obligations, the
data protection obligations imposed on the third-party contractor by law and contract apply to the
subcontractor.
(Continued)
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Cooperative Educational Services through a BOCES
The District may not be required to enter into a separate contract or data sharing and confidentiality
agreement with a third-party contractor that will receive student data or teacher or principal data from
the District under all circumstances.
For example, the District may not need its own contract or agreement where:
a)

It has entered into a cooperative educational service agreement (CoSer) with a BOCES that
includes use of a third-party contractor's product or service; and

b)

That BOCES has entered into a contract or data sharing and confidentiality agreement with
the third-party contractor, pursuant to Education Law Section 2-d and its implementing
regulations, that is applicable to the District's use of the product or service under that CoSer.

To meet its obligations whenever student data or teacher or principal data from the District is
received by a third-party contractor pursuant to a CoSer, the District will consult with the BOCES to,
among other things:
a)

Ensure there is a contract or data sharing and confidentiality agreement pursuant to Education
Law Section 2-d and its implementing regulations in place that would specifically govern
the District's use of a third-party contractor's product or service under a particular CoSer;

b)

Determine procedures for including supplemental information about any applicable contracts
or data sharing and confidentiality agreements that a BOCES has entered into with a thirdparty contractor in its Parents' Bill of Rights for Data Privacy and Security;

c)

Ensure appropriate notification is provided to affected parents, eligible students, teachers,
and/or principals about any breach or unauthorized release of PII that a third-party contractor
has received from the District pursuant to a BOCES contract; and

d)

Coordinate reporting to the Chief Privacy Officer to avoid duplication in the event the
District receives information directly from a third-party contractor about a breach or
unauthorized release of PII that the third-party contractor received from the District pursuant
to a BOCES contract.

Click-Wrap Agreements
Periodically, District staff may wish to use software, applications, or other technologies in which
the user must "click" a button or box to agree to certain online terms of service prior to using the
software, application, or other technology. These are known as "click-wrap agreements" and are
considered legally binding "contracts or other written agreements" under Education Law Section 2-d
and its implementing regulations.
(Continued)
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District staff are prohibited from using software, applications, or other technologies pursuant to a
click-wrap agreement in which the third-party contractor receives student data or teacher or principal
data from the District unless they have received prior approval from the District's Data Privacy Officer
or designee.
The District will develop and implement procedures requiring prior review and approval for staff
use of any software, applications, or other technologies pursuant to click-wrap agreements.
Parents' Bill of Rights for Data Privacy and Security
The District will publish its Parents' Bill of Rights for Data Privacy and Security (Bill of Rights)
on its website. Additionally, the District will include the Bill of Rights with every contract or other
written agreement it enters into with a third-party contractor under which the third-party contractor will
receive student data or teacher or principal data from the District.
The Bill of Rights will contain all required elements including supplemental information for each
contract the District enters into with a third-party contractor where the third-party contractor receives
student data or teacher or principal data from the District. The supplemental information must be
developed by the District and include the following information:
a)

The exclusive purposes for which the student data or teacher or principal data will be used
by the third-party contractor, as defined in the contract;

b)

How the third-party contractor will ensure that the subcontractors, or other authorized
persons or entities to whom the third-party contractor will disclose the student data or teacher
or principal data, if any, will abide by all applicable data protection and security
requirements, including but not limited to those outlined in applicable laws and regulations
(e.g., FERPA; Education Law Section 2-d);

c)

The duration of the contract, including the contract's expiration date, and a description of
what will happen to the student data or teacher or principal data upon expiration of the
contract or other written agreement (e.g., whether, when, and in what format it will be
returned to the District, and/or whether, when, and how the data will be destroyed);

d)

If and how a parent, student, eligible student, teacher, or principal may challenge the
accuracy of the student data or teacher or principal data that is collected;

e)

Where the student data or teacher or principal data will be stored, described in a manner as
to protect data security, and the security protections taken to ensure the data will be protected
and data privacy and security risks mitigated; and
(Continued)
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Address how the data will be protected using encryption while in motion and at rest.

The District will publish on its website the supplement to the Bill of Rights (i.e., the supplemental
information described above) for any contract or other written agreement it has entered into with a thirdparty contractor that will receive PII from the District. The Bill of Rights and supplemental information
may be redacted to the extent necessary to safeguard the privacy and/or security of the District's data
and/or technology infrastructure.
Right of Parents and Eligible Students to Inspect and Review Students' Education Records
Consistent with the obligations of the District under FERPA, parents and eligible students have
the right to inspect and review a student's education record by making a request directly to the District
in a manner prescribed by the District.
The District will ensure that only authorized individuals are able to inspect and review student
data. To that end, the District will take steps to verify the identity of parents or eligible students who
submit requests to inspect and review an education record and verify the individual's authority to do so.
Requests by a parent or eligible student for access to a student's education records must be directed
to the District and not to a third-party contractor. The District may require that requests to inspect and
review education records be made in writing.
The District will notify parents annually of their right to request to inspect and review their child's
education record including any student data stored or maintained by the District through its annual
FERPA notice. A notice separate from the District's annual FERPA notice is not required.
The District will comply with a request for access to records within a reasonable period, but not
more than 45 calendar days after receipt of a request.
The District may provide the records to a parent or eligible student electronically, if the parent
consents. The District must transmit the PII in a way that complies with laws and regulations. Safeguards
associated with industry standards and best practices, including but not limited to encryption and
password protection, must be in place when education records requested by a parent or eligible student
are electronically transmitted.
Complaints of Breach or Unauthorized Release of Student Data and/or Teacher or Principal Data
The District will inform parents, through its Parents' Bill of Rights for Data Privacy and Security,
that they have the right to submit complaints about possible breaches of student data to the Chief Privacy
Officer at NYSED. In addition, the District has established the following procedures for parents, eligible
students, teachers, principals, and other District staff to file complaints with the District about breaches
or unauthorized releases of student data and/or teacher or principal data:
(Continued)
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a)

All complaints must be submitted to the District's Data Protection Officer in writing.

b)

Upon receipt of a complaint, the District will promptly acknowledge receipt of the complaint,
commence an investigation, and take the necessary precautions to protect PII.

c)

Following the investigation of a submitted complaint, the District will provide the individual
who filed the complaint with its findings. This will be completed within a reasonable period
of time, but no more than 60 calendar days from the receipt of the complaint by the District.

d)

If the District requires additional time, or where the response may compromise security or
impede a law enforcement investigation, the District will provide the individual who filed
the complaint with a written explanation that includes the approximate date when the District
anticipates that it will respond to the complaint.

These procedures will be disseminated to parents, eligible students, teachers, principals, and other
District staff.
The District will maintain a record of all complaints of breaches or unauthorized releases of student
data and their disposition in accordance with applicable data retention policies.
Reporting a Breach or Unauthorized Release
The District will report every discovery or report of a breach or unauthorized release of student
data or teacher or principal data within the District to the Chief Privacy Officer without unreasonable
delay, but no more than ten calendar days after the discovery.
Each third-party contractor that receives student data or teacher or principal data pursuant to a
contract or other written agreement entered into with the District will be required to promptly notify the
District of any breach of security resulting in an unauthorized release of the data by the third-party
contractor or its assignees in violation of applicable laws and regulations, the Parents' Bill of Rights for
Student Data Privacy and Security, District policy, and/or binding contractual obligations relating to
data privacy and security, in the most expedient way possible and without unreasonable delay, but no
more than seven calendar days after the discovery of the breach.
In the event of notification from a third-party contractor, the District will in turn notify the Chief
Privacy Officer of the breach or unauthorized release of student data or teacher or principal data no more
than ten calendar days after it receives the third-party contractor's notification using a form or format
prescribed by NYSED.
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Investigation of Reports of Breach or Unauthorized Release by the Chief Privacy Officer
The Chief Privacy Officer is required to investigate reports of breaches or unauthorized releases
of student data or teacher or principal data by third-party contractors. As part of an investigation, the
Chief Privacy Officer may require that the parties submit documentation, provide testimony, and may
visit, examine, and/or inspect the third-party contractor's facilities and records.
Upon the belief that a breach or unauthorized release constitutes criminal conduct, the Chief
Privacy Officer is required to report the breach and unauthorized release to law enforcement in the most
expedient way possible and without unreasonable delay.
Third-party contractors are required to cooperate with the District and law enforcement to protect
the integrity of investigations into the breach or unauthorized release of PII.
Upon conclusion of an investigation, if the Chief Privacy Officer determines that a third-party
contractor has through its actions or omissions caused student data or teacher or principal data to be
breached or released to any person or entity not authorized by law to receive this data in violation of
applicable laws and regulations, District policy, and/or any binding contractual obligations, the Chief
Privacy Officer is required to notify the third-party contractor of the finding and give the third-party
contractor no more than 30 days to submit a written response.
If after reviewing the third-party contractor's written response, the Chief Privacy Officer
determines the incident to be a violation of Education Law Section 2-d, the Chief Privacy Officer will
be authorized to:
a)

Order the third-party contractor be precluded from accessing PII from the affected
educational agency for a fixed period of up to five years;

b)

Order that a third-party contractor or assignee who knowingly or recklessly allowed for the
breach or unauthorized release of student data or teacher or principal data be precluded from
accessing student data or teacher or principal data from any educational agency in the state
for a fixed period of up to five years;

c)

Order that a third-party contractor who knowingly or recklessly allowed for the breach or
unauthorized release of student data or teacher or principal data will not be deemed a
responsible bidder or offeror on any contract with an educational agency that involves the
sharing of student data or teacher or principal data, as applicable for purposes of General
Municipal Law Section 103 or State Finance Law Section 163(10)(c), as applicable, for a
fixed period of up to five years; and/or
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Require the third-party contractor to provide additional training governing confidentiality of
student data and/or teacher or principal data to all its officers and employees with reasonable
access to this data and certify that the training has been performed at the contractor's expense.
This additional training is required to be performed immediately and include a review of
laws, rules, and regulations, including Education Law Section 2-d and its implementing
regulations.

If the Chief Privacy Officer determines that the breach or unauthorized release of student data or
teacher or principal data on the part of the third-party contractor or assignee was inadvertent and done
without intent, knowledge, recklessness, or gross negligence, the Chief Privacy Officer may make a
recommendation to the Commissioner that no penalty be issued to the third-party contractor.
The Commissioner would then make a final determination as to whether the breach or
unauthorized release was inadvertent and done without intent, knowledge, recklessness or gross
negligence and whether or not a penalty should be issued.
Notification of a Breach or Unauthorized Release
The District will notify affected parents, eligible students, teachers, and/or principals in the most
expedient way possible and without unreasonable delay, but no more than 60 calendar days after the
discovery of a breach or unauthorized release of PII by the District or the receipt of a notification of a
breach or unauthorized release of PII from a third-party contractor unless that notification would
interfere with an ongoing investigation by law enforcement or cause further disclosure of PII by
disclosing an unfixed security vulnerability. Where notification is delayed under these circumstances,
the District will notify parents, eligible students, teachers, and/or principals within seven calendar days
after the security vulnerability has been remedied or the risk of interference with the law enforcement
investigation ends.
Notifications will be clear, concise, use language that is plain and easy to understand, and to the
extent available, include:
a)

A brief description of the breach or unauthorized release, the dates of the incident and the
date of discovery, if known;

b)

A description of the types of PII affected;

c)

An estimate of the number of records affected;

d)

A brief description of the District's investigation or plan to investigate; and

e)

Contact information for representatives who can assist parents or eligible students that have
additional questions.
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Notification will be directly provided to the affected parent, eligible student, teacher, or principal
by first-class mail to their last known address, by email, or by telephone.
Where a breach or unauthorized release is attributed to a third-party contractor, the third-party
contractor is required to pay for or promptly reimburse the District for the full cost of this notification.
Annual Data Privacy and Security Training
The District will annually provide data privacy and security awareness training to its officers and
staff with access to PII. This training will include, but not be limited to, training on the applicable laws
and regulations that protect PII and how staff can comply with these laws and regulations. The District
may deliver this training using online training tools. Additionally, this training may be included as part
of the training that the District already offers to its workforce.
Notification of Policy
The District will publish this policy on its website and provide notice of the policy to all its officers
and staff.
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PROCUREMENT OF GOODS AND SERVICES

Purpose
Goods and services which are not required by law to be procured through competitive bidding
must be procured in a manner so as to assure the prudent and economical use of public funds, in the best
interest of the taxpayers to facilitate the acquisition of goods and services of maximum quality at the
lowest possible cost under the circumstances, and to guard against favoritism, improvidence,
extravagance, fraud, and corruption. To further these objectives, the District has adopted internal
policies and procedures governing all procurements of goods and services which are not required to be
made pursuant to the competitive bidding requirements of General Municipal Law Section 103 or any
other general, special, or local law.
Responsibilities
The District's purchasing activities will be part of the responsibilities of the Business Office, under
the general supervision of the Purchasing Agent, who has been designated by the Board.
GUIDELINES FOR PURCHASING SERVICES, SUPPLIES, AND EQUIPMENT WHEN
COMPETITIVE BIDDING IS NOT REQUIRED BY LAW
Estimated Amount
of Purchase
Less than $3,000

Procedure/Requirements
No Quotation Required.

$3,001 - $10,000

Three verbal or written quotations,
name of vendor and date of quote.

$10,001 - $19,999

Three formal requests written
quotations.

Responsibility
Obtained by the originator. The
originator will indicate on the purchase
requisition form the basis for the
determination that the suggested
vendor be used.
Obtained by the originator. The
originator will indicate on the purchase
requisition form the basis for the
determination that the suggested
vendor be used.
Obtained by the School Business
Official.

$20,000 and over

Public advertised bids in
accordance with GML

Obtained by the School Business
Official.
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GUIDELINES FOR PUBLIC WORKS PROJECTS WHEN COMPETITIVE BIDDING IS
NOT REQUIRED BY LAW
Estimated Amount
of Purchase
Less than $7,500
$7,501 - $34,999
$35,000 - Over

Procedure/Requirements
No quotation required.
Three formal written quotations or
proposals.
Public advertised bids in
accordance with GML

Responsibility
Originator must substantiate the need
and choice of contractor.
Obtained by the School Business
Official.
Obtained by the School Business
Official.

Documentation
The District will ensure that each purchase and/or procurement is adequately documented. This
documentation will include, but not be limited to, information sufficient to demonstrate that the purchase
or procurement was made in compliance with the guidelines set forth above, and the basis for the
determination that competitive bidding is not required.
In the event a contract is awarded to a vendor other than the lowest responsible dollar offeror, the
District will retain documentation setting forth the reasons this award furthers the purposes of this
regulation.
Sealed Proposals
In the event they are required, sealed proposals will be received, time-stamped, recorded, and kept
in a safe place until the appointed day and time when they are publicly opened and read.
Proposals will be checked and analyzed for compliance with specifications and law. The District
reserves the right to reject any and all proposals for valid cause, or to waive technical defects,
qualifications, irregularities, and omissions if, in its judgment, this action serves the best interests of the
District. Also reserved is the right to reject proposals and to purchase items on state contract if those
items can be obtained on the same terms, conditions, specifications, and at a lower price.
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Purchase Orders
The Purchasing Agent will be authorized to issue pre-numbered purchase orders for all goods and
services where a budgetary appropriation has been made. Purchase orders will be issued after the award
of the contract, will refer to the relevant specifications, and will bear the price or prices indicated by the
vendor.
Blanket purchase orders issued yearly will be used where appropriate.
Purchase orders will indicate the address for delivery. All goods received must be accepted by an
authorized District employee who must certify that the goods were received in good condition, before
payment can be approved.
No payment for goods or services will be made unless an itemized invoice showing the name of
the person or firm to whom payment is due is present; a receiving copy of the purchase order bearing
the signature of an authorized school employee is present; and the invoice has been issued in response
to an approved purchase order.
Special Circumstances
State Contracts
For supplies and equipment available under state contract, which are below the state contract price,
no further quotes are required provided the product is the same brand and model number and below the
$20,000 bid threshold.
Requests for Proposals
The District may use a request for proposal process for securing services, supplies, or equipment
when the process is permitted by law, is not inconsistent with District policy, and is in the best interests
of the District. This process will include, but not be limited to:
1)

The development of specifications designed to ensure the successful proposer's ability to
perform the proposed contract;

2)

Appropriate advertisement or solicitation of proposals;

3)

A review and evaluation of each proposal submitted;

4)

Board approval of any contract or contracts awarded to one or more successful proposers;
and
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Any other requirement specified in state or federal law or regulation, or District policy or
regulation.

Independent Auditors
In accordance with law, no engagement with an independent auditor will be for a term longer than
five consecutive years. The District may, however, permit an independent auditor engaged under an
existing contract for those services to submit a proposal for services in response to a request for
competitive proposals or be awarded a contract to provide services under a request for proposal process.
*Apparel and Sports Equipment Purchases
The District will not purchase any apparel or sports equipment manufactured in a sweatshop. A
decision to reject a vendor's proposal may be based upon either or both of the following considerations:
1)

The labor standards applicable to the manufacture of the apparel or sports equipment
including, but not limited to, employee compensation, working conditions, employee rights
to form unions, and the use of child labor; or

2)

The vendor's failure to provide information sufficient for the Board to determine the labor
standards applicable to the manufacture of the apparel or sports equipment.

*Environmentally Sensitive Cleaning and Maintenance Products
The District will identify and procure environmentally sensitive cleaning and maintenance
products available in the form, function, and utility generally used. The District will follow any and all
applicable guidelines, specifications, and sample lists when purchasing such products for use in its
facilities. The District will notify their personnel of the availability of guidelines, specifications, and
sample product lists.
Annual Review
From time to time, comments concerning the policies and procedures will be solicited from
employees of the District involved in the procurement process.
The Board will annually review these policies and procedures. The School Business Official will
be responsible for conducting an annual review of the procurement policy and for an evaluation of the
internal control structure established to ensure compliance with the procurement policy.
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Unintentional Failure to Comply
Any unintentional failure to fully comply with these provisions will not be grounds to void
action taken or give rise to a cause of action against the District or any District employee.
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